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Description 
Social media are the predominant means by which most of the world communicates and seeks 
and receives information today. Like all communication technologies, the character of social 
media can have an important influence on identity, society, and politics. Social media 
themselves are also important sites of political struggles, and are subject to varying types of 
state control and interference. In this course, we examine the relationship between democracy 
and social media. We will explore the underlying business model of social media, widely known 
as “surveillance capitalism,” and then discuss some of the ways the business model may distort 
public communications. We will look at disinformation on social media, and both targeted and 
mass surveillance undertaken in and through the platforms. We will also examine the 
overlooked ecological impacts of social media. Finally, we will explore ways to reform and 
regulate social media in the public interest. 

Asynchronous / synchronous course delivery 
Due to COVID-19, this course will be delivered online, both asynchronously and synchronously. 
Recorded modules will be uploaded to Quercus for viewing the week before the scheduled 
topic. Tutorials will be held synchronously. We will hold live Q and A sessions with students over 
Zoom on Tuesdays (attendance is optional). There will also be opportunities to post questions 
and undertake asynchronous discussions on Quercus. 
 

mailto:r.deibert@utoronto.ca
mailto:irene.poetrantro@utoronto.ca
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Session recordings 
This course’s Tuesday optional Zoom Q and A sessions, including your potential participation, 
will be recorded on video and will be available to students in the course for viewing remotely 
and after each session. 
 
All course videos and materials belong to your instructor, the University, and/or other sources 
depending on the specific facts of each situation, and are protected by copyright. Do not 
download, copy, or share any course or student materials or videos without the explicit 
permission of the instructor. For questions about recording and use of videos in which you 
appear, please contact me directly. 

Course materials 
All readings will be available online through the syllabus that will be posted on Quercus. It is the 
student’s responsibility to regularly check Quercus for communications from the teaching staff, 
course content, assignments, and the syllabus. 

Participation    

Tutorials  
Worth: 20% 
Tutorial participation is mandatory, so don’t forget to sign up! Throughout the 8 tutorial 
sessions, your teaching assistants will assign specific questions or tasks. These will be 
presented at your first tutorial after the course begins. Your attendance will be noted and 
evaluated by your teaching assistant (TA) - so come engaged! Full attendance will result in 16 
marks (two for each tutorial attended). 
 
A portion of your participation mark will be related to lectures. In the lecture video, there 
will be a “challenge question” for you to answer before the start of your assigned 
tutorial. Presenting your answer on Quercus (under Quizzes/Assignments) before tutorials 
begin (whatever the answer may be) will result in a .5 participation mark. Doing all eight will 
mean you will receive 4 out of the 20 participation marks. 

Assignments 
This is an unusual year for everyone. We want to accommodate the special circumstances 
around COVID-19, while also informing and challenging you. The assignments for the course 
are designed to be cumulative. This means that each assignment builds upon the work of the 
prior one, leading up to your final assignment. You will choose a single topic (selected from one 
of the op-eds listed below; no substitutions) as the basis for all of your different assignments. 
We strongly encourage you to stay on the same topic. If you switch, you will have to go back 
and start your research over -- and that will cut into precious time! 
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Citation style 
You must provide citations and bibliography in all of your assignments. Chicago Style is 
the citation style used in this course. Read "POL106HS Handout for Students: Citing Quoting 
Paraphrasing" (under Quercus’ "Modules"). Read more about citing, quoting and paraphrasing: 
https://www.academicintegrity.utoronto.ca/smart-strategies/citations-quoting-and-paraphrasing/  

Cheating and plagiarism 
Cheating and plagiarism are serious academic offences and will be dealt with accordingly. Read 
more on how to avoid plagiarism: http://www.writing.utoronto.ca/advice/using-sources/how-not-
to-plagiarize 

Assignment #1 - A critical analysis of an op-ed   
Worth: 25% 
Length: 3-5 Double Spaced Pages (excluding title and bibliography pages)  
Due: Feb. 1 
Details: Choose one op-ed from the list below. All of the op-ed options are accessible 
online or through UofT Libraries. Choose carefully, as this op-ed will provide you with a 
topic you will research and write on throughout the entire term.  
 
Our aim with this assignment is to help you think and read critically, while also diving a little 
deeper into one of the major themes of the course. You will be graded on the quality of your 
analysis and the citations provided (e.g., how your essay begins, develops, and ends, and the 
reliability of the evidence provided in your examination). 
 
You begin this assignment by consulting the Graff and Birkenstein required reading and 
selecting one of the “op-ed options” listed below. You will be required to write a short essay that 
thoughtfully engages with the core argument of the op-ed, evaluates the evidence or claims that 
are put forward by the author(s), and provides counter-arguments. Therefore, the goal is for 
your essay to answer the following key questions: What is the main argument? How well is it 
presented and argued? What evidence or citation (if any) is presented by the author(s) to 
support their claims? What are some compelling counter-arguments that are not cited by the 
author(s)? (You can use “I” while writing.) 

Op-ed options 
1. Cerf, Vinton G. 2012. “Internet Access Is Not a Human Right.” The New York Times, 

January 5, 2012. 
2. Bunch, Sonny. 2018. “Stop Freaking out about Cambridge Analytica. Targeted Ads Are 

Great.” Washington Post, March 22, 2018. 
3. Wojcicki, Susan. 2021. “Free Speech and Corporate Responsibility Can Coexist Online.” 

Wall Street Journal, August 1, 2021.  

https://www.academicintegrity.utoronto.ca/smart-strategies/citations-quoting-and-paraphrasing/
http://www.writing.utoronto.ca/advice/using-sources/how-not-to-plagiarize
http://www.writing.utoronto.ca/advice/using-sources/how-not-to-plagiarize
https://www.nytimes.com/2012/01/05/opinion/internet-access-is-not-a-human-right.html
https://www.washingtonpost.com/news/act-four/wp/2018/03/22/stop-freaking-out-about-cambridge-analytica-targeted-ads-are-great/
https://www.wsj.com/articles/free-speech-youtube-section-230-censorship-content-moderation-susan-wojcicki-social-media-11627845973
https://www.wsj.com/articles/free-speech-youtube-section-230-censorship-content-moderation-susan-wojcicki-social-media-11627845973
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4. Zuckerberg, Mark. 2019. “The Internet Needs New Rules. Let’s Start in These Four 
Areas.” Washington Post, March 30, 2019. 

5. Trump, Donald J. 2021. “Why I’m Suing Big Tech.” Wall Street Journal, July 8, 2021. 
6. Zuboff, Shoshana. 2021. “The Coup We Are Not Talking About.” The New York Times, 

January 29, 2021. 
7. Tufekci, Zeynep. 2020. “The Pandemic Is No Excuse to Surveil Students.” The Atlantic, 

September 4, 2020. 
8. Marx, Paris. 2021. “Reconnected.” Real Life Magazine, July 26, 2021. 
9. LaFrance, Adrienne. 2021. “The Largest Autocracy on Earth.” The Atlantic. September 

27, 2021. 
10. Valencia, Stephanie. 2021. “Misinformation Online Is Bad in English. But It’s Far Worse 

in Spanish.” Washington Post, October 28, 2021. 
11. Timnit Gebru, 2021. “For truly ethical AI, its research must be independent from big 

tech.” The Guardian. December 6, 2021. 

Assignment #2 - Research brief outline and annotated bibliography 
Worth: 25%  
Due: Mar. 1 
Length: 6-8 Double Spaced Pages (excluding title page; no bibliography page) 
Details: Our aim in this assignment is to help you think critically about your chosen topic 
and prepare you to write the final assignment (research brief).  
 
Our aim with this assignment is to help you develop your research skills and your ability to 
organize and clarify your ideas. This assignment will also help you write your final assignment. 
Your 5-7 double spaced pages annotated bibliography consists of resources (e.g., journal 
articles, book chapters, reports) which were NOT cited by the author(s) of the op-ed that you 
chose for Assignment 1. An “annotation” is a short, 2-3 sentences summary of each source. The 
purpose of the annotation is to inform the reader of the relevance, accuracy, and quality of the 
source. You will be graded on the quality of the sources and annotation provided.  
Read more about annotated bibliographies here: https://advice.writing.utoronto.ca/types-of-
writing/annotated-bibliography/  
 
You will also create a 1-page minimum outline of your final assignment (research brief). You will 
be graded on your ability to organize your ideas in a sequential and thoughtful manner. 
Read more about creating an outline here: 
https://advice.writing.utoronto.ca/planning/organizing/  
 
You have two goals: (1) develop a logical outline and (2) find high-quality sources for an 
annotated bibliography, both of which you will use for your Final Assignment. In addition to new 
sources, you may use some of the same sources you cited in the bibliography of Assignment 1, 

https://www.washingtonpost.com/opinions/mark-zuckerberg-the-internet-needs-new-rules-lets-start-in-these-four-areas/2019/03/29/9e6f0504-521a-11e9-a3f7-78b7525a8d5f_story.html
https://www.wsj.com/articles/donald-j-trump-why-im-suing-big-tech-11625761897
https://www.nytimes.com/2021/01/29/opinion/sunday/facebook-surveillance-society-technology.html
https://www.theatlantic.com/technology/archive/2020/09/pandemic-no-excuse-colleges-surveil-students/616015/
https://reallifemag.com/reconnected/
https://www.theatlantic.com/magazine/archive/2021/11/facebook-authoritarian-hostile-foreign-power/620168/
https://www.washingtonpost.com/outlook/2021/10/28/misinformation-spanish-facebook-social-media/
https://www.theguardian.com/commentisfree/2021/dec/06/google-silicon-valley-ai-timnit-gebru
https://advice.writing.utoronto.ca/types-of-writing/annotated-bibliography/
https://advice.writing.utoronto.ca/types-of-writing/annotated-bibliography/
https://advice.writing.utoronto.ca/planning/organizing/
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as well as readings listed in the syllabus—as long as they were NOT cited by the author(s) of 
the op-ed that you chose for Assignment 1.  

Assignment #3 - A research brief 
Worth: 30%  
Due: Apr. 5 
Length: 8-10 Double Spaced Pages (excluding title and bibliography pages) 
Details: Now that you have an outline and a list of high quality materials that expands the 
topic of the op-ed in an annotated bibliography, it’s time for you to write your own essay!  
 
Our aim with this assignment is to help you develop your writing skills. For this assignment, you 
are required to write a more in-depth analysis of the topic you have chosen. Unlike your first 
assignment, in this essay you are not evaluating the arguments of others; you are outlining all of 
the issues at stake around the topic. In this essay, you are not to “argue” or “persuade” or 
“convince” someone of a particular point of view (the way an op-ed sets out to do). Instead, you 
are to inform the reader of several different viewpoints, issues, unresolved questions, and areas 
for future research that relate to your chosen topic. In other words, imagine that you are a “tour 
guide” for your chosen topic.  
 
Think of the output as a “written brief” which you are presenting to someone else (e.g., a 
prominent official) who has asked you to provide them with everything they need to know about 
your chosen topic. Your goal is to be as comprehensive and as unbiased as possible so that 
whomever is reading your essay feels better informed about the topic. (Avoid using “I” for this 
reason while writing.)  

Assignment policies 
Submission process: You should submit your assignments electronically through Quercus 
before Tuesday midnight on the week they are due. If you think that there are technical 
problems with Quercus, then you should email your assignment to your assigned TA. 
 
5% Bonus marks: You can receive a 5% bonus grade on your assignments if you can 
demonstrate that you have participated in individual writing consultations with any of the 
fourteen or so writing centres at U of T. Since there are three assignments in the course, you 
must have completed the consultations at the writing centres before submitting each 
assignment and provide documentation to your TAs to obtain the bonus marks. 
 
2 Days ‘life happens’ extension: For Assignments 2 and 3 only, students are allowed to 
request an extension for 2 (two) days without explanation or documentation. To use this 
extension, students should email their assigned TA with the subject line “Life Happens” and a 2-
day extension will be automatically applied without any questions. Late penalties will begin to 
accrue after the two days have passed.   
 



6 

 
Late penalty: Assignments handed in late without appropriate medical or other appropriate 
official documentation will be penalized 2% per day late (weekends excluded). These 
penalties can accumulate very quickly - so do not be late! 
 
Extensions: Please note that assignments in other courses or late registration in the course are 
NOT grounds for an extension. You should plan your calendar for the semester accordingly.  
 
Supporting documentation is required before any extension is granted, and the appropriate 
documentation must be submitted within one week of the late assignment. All requests for 
extensions or deferrals, along with the appropriate documentation, must be submitted before the 
assignment deadline and in writing to the Head TA, Irene Poetranto 
(irene.poetranto@utoronto.ca) with the subject line “POL106 - Extension request.” 

Grades 
In this course, we do not arbitrarily raise or round up grades. You earn your grades 
throughout the term through tutorial participation and assignments.  
 
A grading rubric is provided with each assignment and posted on Quercus. Read the Faculty of 
Arts & Sciences’ statement on what grades mean here: 
https://advice.writing.utoronto.ca/general/grading-policy/.  
 
Assignments are graded by teaching assistants. We will try our best to grade and return your 
assignments within three weeks of the due date; at the same time, please keep in mind that this 
class is very large, so we appreciate your patience. 

Grade appeals 
Your mark may go either up or down during the appeal process.  
 
After receiving a grade on an assignment, there is a 72-hour reflection period before 
you can file a grade appeal. Appeal requests made before the reflection period ends will 
NOT be read or receive a response.  

Appeals process 
● Subsequent to the reflection period, if you have good reason to believe that you were 

assigned an inappropriate grade in an assignment, you can appeal your grade within 48-
hours by requesting your assigned TA to re-mark your work.  

● In a written submission to the TA, you must include a short paragraph identifying how 
and why you think the grade you received does not accurately evaluate the work you 
submitted.  

 
Once again, be aware that your mark could go either up or down as a result of the appeal. 

mailto:irene.poetranto@utoronto.ca
https://advice.writing.utoronto.ca/general/grading-policy/


7 

 
If, subsequent to your first appeal, you are convinced that the mark is still incorrect, you may 
appeal in writing to the Head TA, Irene Poetranto. If you are appealing an appeal, your work will 
be reviewed personally by me and the Head TA. In your request, you must include:  
 
1) the originally submitted work  
2) the original comments on your work, as well as appeal comments, and  
3) a short paragraph explaining why your work merits a higher mark than was awarded at 
appeal.  

Resources 

Writing Centres 
The writing centres at the University of Toronto offer services and resources to help you develop 
your writing skills. You can get individual consultations with trained writing instructors to help 
clarify your ideas or attend group workshops to help you overcome common writing problems. 
Please consult the Writing Centres website for more information: 
https://writing.utoronto.ca/writing-centres/learning/  
 
You may wish to take advantage of the English Language Learning (ELL) program 
(https://www.artsci.utoronto.ca/current/academic-advising-and-support/english-language-
learning), which supports all U of T undergraduates in the Faculty of Arts & Science (multilingual 
and native speakers) seeking to improve their English language skills.  
 
Other services and workshops are also offered by the Academic Success Centre 
(https://studentlife.utoronto.ca/department/academic-success/). 

General advice on academic essay writing 
IMPORTANT: Learn about some important differences between high school rules and university 
expectations: https://advice.writing.utoronto.ca/general/transition-to-university 

Writing tips 
● Keep in mind the assignment’s purpose (as per the syllabus) while you write. 
● Review the grading rubric provided on Quercus and take note of the important 

components that you should address, such as citation style and voice.  
● Use an outline and start writing early, even before you are “ready” to write, because 

writing can be used as a means for thinking through your thoughts or ideas.   
● Relate your thinking and analysis to the course’s broader theme (Democracy in the 

Social Media Age).  
● List questions or clarifications you might have, and ask them ahead of time. Meeting with 

your TA in advance to discuss the assignment, and obtaining feedback on your draft 
essay from the Writing Centres will really improve the quality of your work. 

https://writing.utoronto.ca/writing-centres/learning/
https://www.artsci.utoronto.ca/current/academic-advising-and-support/english-language-learning
https://www.artsci.utoronto.ca/current/academic-advising-and-support/english-language-learning
https://studentlife.utoronto.ca/department/academic-success/
https://advice.writing.utoronto.ca/general/transition-to-university/
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● Leave enough time to revise or redraft (i.e., put the essay aside for a few days, allowing 
the mind to process it, so that you can see it more objectively when you return to it).  

● Review sentences with special attention to transitions (i.e., the sequences of ideas within 
sentences, from sentence to sentence, and from paragraph to paragraph), diction 
(exactness and aptness of words), and economy (the fewest words without loss of clear 
expression and full thought).  

● The title page of your assignments should contain the following: The title of the paper, 
the author's name, the author’s tutorial section and TA name, course number and name, 
instructor’s name, and assignment due date. 

● Make sure that you proofread the final copy start to finish before submitting. 

Libraries 
Need assistance with accessing the readings? Have questions about finding relevant 
resources for a topic? You can use the "Chat with a Librarian" function on the UofT Libraries 
homepage: https://library.utoronto.ca/  
 
Find more library resources here: https://guides.library.utoronto.ca/libraryresources  

Health and wellness 
If you find that you need to talk to someone about your mental health and general wellbeing, 
please do not be afraid to reach out and get help.  
 
Visit UofT Student Life Health and Wellness website to find out more about mental health 
resources and services (e.g., workshops and counselling), as well as information about 
emergency support: https://studentlife.utoronto.ca/department/health-wellness/  
 

If you are in distress or need emotional support, please contact UofT My Student 
Support Program (My SSP) at 1-844-451-9700.  
 
If you are outside of North America, call 001-416-380-6578 for mental health and 
counseling services in 146 languages for all UofT students.  
 
You may also contact Good2Talk Student Helpline at 1-866-925-5454 for professional 
counseling, information and referrals helpline for mental health, addictions and 
students well-being.  
 
For further information, please visit: https://studentlife.utoronto.ca/task/support-when-you-feel-
distressed/.  

Accessibility 
If you have an accommodation letter, please provide a copy to me and your assigned TA.  

https://library.utoronto.ca/
https://guides.library.utoronto.ca/libraryresources
https://studentlife.utoronto.ca/department/health-wellness/
https://studentlife.utoronto.ca/task/support-when-you-feel-distressed/
https://studentlife.utoronto.ca/task/support-when-you-feel-distressed/
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The University of Toronto is committed to accessibility. If you require accommodation for a 
disability, or have any accessibility concerns about the course, the classroom or course 
materials, please contact Accessibility Services as soon as possible by email 
disability.services@utoronto.ca or visit https://studentlife.utoronto.ca/department/accessibility-
services/. 

Email and communication  
Please be respectful in your interactions with others and treat all of your communication 
with the teaching staff as a professional form of communication—I anticipate you’ll use 
proper grammar, sentences, and formal greetings and sign-offs; you can expect the same from 
me.  
 
Have questions about the course or assignments? Help is available. 
 
Note: This class is very large and it will be challenging for the teaching staff to respond 
immediately to everyone’s emails. Therefore, prepare and ask your questions ahead of due 
dates, and before emailing us, please do the following: 
 

1. Check this syllabus and Quercus for information about the course and assignments 
2. Attend tutorials and submit your questions to your peers and the TA. 
3. Attend office hours with your assigned TA and ask your questions then.  
4. Ask your questions during our Tuesday weekly live Zoom event. 
5. Use Quercus’ discussion boards. Read previously posted questions first to see if your 

questions have been answered. 
6. Reach out to the Head TA, Irene Poetranto, via email, if you are having problems with 

any of these other means of communication, and include the course code (POL106) in 
the email subject heading. irene.poetranto@utoronto.ca 

 
Have questions about finding relevant resources for your assignments? Ask a Librarian. 
Have questions about how to improve your writing? Contact the University’s Writing 
Centres. 

  
If you still need to contact me directly, please do the following: 
 

1. Include the course code (POL106) in the email subject heading; 
2. Use your University of Toronto email account or through the Quercus email (Inbox) 

function; 
3. Write clear and succinct questions. 

mailto:disability.services@utoronto.ca
https://studentlife.utoronto.ca/department/accessibility-services/
https://studentlife.utoronto.ca/department/accessibility-services/
mailto:irene.poetranto@utoronto.ca
https://onesearch.library.utoronto.ca/ask-librarian
https://writing.utoronto.ca/writing-centres/arts-and-science/
https://writing.utoronto.ca/writing-centres/arts-and-science/
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The risks of international, online learning 
The global pandemic has forced us to radically transform the way we work, teach and learn. Our 
homes, wherever that is in the world, are now our new classrooms.  
 
However, there is something really important we need to discuss: If you are a citizen of 
another country, and/or accessing your courses at the University of Toronto from a jurisdiction 
outside of Canada, you remain subject to the laws of the country in which you are residing, or 
any country of which you have citizenship.  
 
You may be assigned readings, or discuss topics that are against the law in other nation-
state jurisdictions. Your online activities may be monitored or surveilled from within the 
country where you are studying.  
 
There is nothing that the University of Toronto can do about this reality. You may be already 
familiar with this problem or this may be a new concern. Either way, it’s important that you know 
your local laws. 

Mainland China students 
In order to provide access to University of Toronto (U of T) online resources for students and 
others residing in mainland China, U of T has signed a contract with Alibaba for a network 
service. Chinese companies are required to operate in accordance with China’s cyber security 
laws and there is an inherent risk of monitoring individuals in mainland China using any network 
solution. Unfortunately, there is no simple or secure alternative we can recommend to reduce 
your risks of connecting from mainland China.  
 
Please note that this course deals with highly sensitive material in the context of China’s 
information control regime. You may wish to consider alternative courses as a 
consequence. 

Course evaluations 
At the end of the term, you will be able to provide feedback about the course and to evaluate the 
course instructor and your teaching assistants (TAs) using an online evaluation form. However, 
please do not wait until the end of the term to contact us if you have any questions or 
concerns about the course. 
 
Your feedback in a course evaluation is anonymous, but is shared with the instructor and the 
teaching assistants, as well as read by others at UofT, including department chairs, faculty 
deans, the provost, and the president. Course and TA evaluations are used for a variety of 
purposes, including as part of an academic job application (e.g., for TAs to apply for course 
instructor/professor jobs), to assess instructors for tenure and promotion review, and to make 
changes and improvements to individual courses.  
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Comments that are not related to the course or your learning experience would diminish 
the value of your feedback. For example, it is not helpful to include personal insults or 
comments about your instructor’s or TA’s appearance in your feedback. Instead, please provide 
specific and constructive suggestions regarding the course and teaching or instructional 
behaviours (e.g., tutorials and office hours), so that we can improve the course and your 
learning experience.  
 
Thank you in advance for taking the time to complete the POL106 course evaluation. 

Course materials 
1. Introduction and Overview (Jan. 11) 

 
This week, we go through the course’s subject matter, breakdown the assignments, explain 
tutorials, and introduce our head TA, Irene Poetranto. We talk about course readings, grade 
appeals, cheating, and accessibility issues. 
 

● Required Readings 
○ Paul Edwards, University of Michigan, School of Information. “How to Read a 

Book, 5.0.” http://pne.people.si.umich.edu/PDF/howtoread.pdf 
This resource is essential reading for the entire course. It gives you some 
tips on how to approach reading with a strategy - a set of skills that will 
benefit you not just for this course, but also for all of your other courses 
as well.  

● Gerald Graff and Cathy Birkenstein, “They Say / I Say: The Moves That Matter in 
Academic Writing.” (Hard copies available through U of T Libraries. You can also 
find copies of the book online using a search engine of your choice or you can 
purchase used or new copies from your favourite bookstores.) 

Whereas the previous resource teaches you how to read, this resource 
teaches you how to analyze an article, and then how to write. Start with 
Part 1 - Chapter 1 (“Starting with What Others Are Saying“) and Chapter 
2 (“The Art of Summarizing”) this week, and then read the rest of the 
volume in subsequent weeks. 

 
2. What is the Internet? What is Social Media? (Jan. 18) 

The Internet is all around you, and impossible to ignore. But how much about that 
device in your hand do you really know and what it connects you to? This week 
we take a close look at the communications environment that surrounds us: the 
Internet, social media, and all of the supporting technologies that underlie it. We 
explore how it’s all organized, define some of its central characteristics and then 
discuss what those characteristics might mean for how we communicate. 
 

● Required Readings 

http://pne.people.si.umich.edu/PDF/howtoread.pdf
https://librarysearch.library.utoronto.ca/permalink/01UTORONTO_INST/14bjeso/alma991105975535606196
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○ Bob Dormon. (2016) “How the Internet works: Submarine fiber, brains in jars, and 
coaxial cables,” Ars Technica. https://arstechnica.com/information-
technology/2016/05/how-the-internet-works-submarine-cables-data-centres-last-
mile/  

○ Lindsay, J. R. (2017). Restrained by design: The political economy of 
cybersecurity. Digital Policy, Regulation and Governance, 19(6), 493–514. 
https://doi.org/10.1108/DPRG-05-2017-0023 
 

● Recommended Readings and Other Materials 
○ “Introduction.” RESET: Reclaiming the Internet for Civil Society. 
○ CBC Massey Lecture 1: Love at that Device in Your Hand 
○ CBC Spark Episode 482: The Politics of Technology 
○ CBC Spark Episode: Spark Summer Episode One: From Sea to Sky (especially 

the second half on undersea cables 
○ TVO The Agenda: “The End of the World Wide Web” (30:06) 
○ The Urban, Infrastructural Geography Of ‘The Cloud’ by @alanwiig 

https://link.medium.com/PcsgFitiUab 
 

 
3. Surveillance Capitalism (Jan 25) 

Social media and most tech platforms today describe themselves in many 
different ways that highlight their fun and convenience (e.g., “All the world’s 
information at your fingertips.”). But deep down, their underlying business model 
is about monitoring as much data as they can extract from their users for 
purposes of targeted advertising. We are, in essence, the livestock for their data 
farms. 
 

● Required Readings 
○ Shoshana Zuboff, “Big Other: Surveillance Capitalism and the Prospects of an 

Information Civilization,” Journal of Information Technology 30, no. 1 (March 1, 
2015): 75–89, https://doi.org/10.1057/jit.2015.5. 

○ Greene, A. K. (2019, August 12). Data sweat. Retrieved from 
https://reallifemag.com/data-sweat/  
 

● Recommended Readings and Other Materials 
○ “How We Made AI As Racist and Sexist As Humans | The Walrus.” 2018. May 

16, 2018. https://thewalrus.ca/how-we-made-ai-as-racist-and-sexist-as-humans/. 
○ Zuboff, S. (2019, January 24). ‘Surveillance capitalism’ has gone rogue. We must 

curb its excesses. Retrieved from 
https://www.washingtonpost.com/opinions/surveillance-capitalism-has-gone-
rogue-we-must-curb-its-excesses/2019/01/24/be463f48-1ffa-11e9-9145-
3f74070bbdb9_story.html 

○ “In Real Life” (IRL) Podcast Season 4 Episode 5: “The Surveillance Economy” 

https://arstechnica.com/information-technology/2016/05/how-the-internet-works-submarine-cables-data-centres-last-mile/
https://arstechnica.com/information-technology/2016/05/how-the-internet-works-submarine-cables-data-centres-last-mile/
https://arstechnica.com/information-technology/2016/05/how-the-internet-works-submarine-cables-data-centres-last-mile/
https://doi.org/10.1108/DPRG-05-2017-0023
https://www.cbc.ca/listen/live-radio/1-23/clip/15807770
https://22153.mc.tritondigital.com/CBC_SPARK_P/media-session/9ecab3cd-d2cd-4cc6-a373-6959a630c0e3/spark-WbmDYOLJ-20200911.mp3?ttag=season:14
https://22153.mc.tritondigital.com/CBC_SPARK_P/media-session/815d05d8-baca-4085-8c48-7d5616f08da9/spark-8H11CI5Z-20200701.mp3?ttag=season:13
https://www.tvo.org/video/the-end-of-the-world-wide-web
https://link.medium.com/PcsgFitiUab
https://doi.org/10.1057/jit.2015.5
https://reallifemag.com/data-sweat/
https://thewalrus.ca/how-we-made-ai-as-racist-and-sexist-as-humans/
https://thewalrus.ca/how-we-made-ai-as-racist-and-sexist-as-humans/
https://www.washingtonpost.com/opinions/surveillance-capitalism-has-gone-rogue-we-must-curb-its-excesses/2019/01/24/be463f48-1ffa-11e9-9145-3f74070bbdb9_story.html
https://www.washingtonpost.com/opinions/surveillance-capitalism-has-gone-rogue-we-must-curb-its-excesses/2019/01/24/be463f48-1ffa-11e9-9145-3f74070bbdb9_story.html
https://www.washingtonpost.com/opinions/surveillance-capitalism-has-gone-rogue-we-must-curb-its-excesses/2019/01/24/be463f48-1ffa-11e9-9145-3f74070bbdb9_story.html
https://irlpodcast.org/season4/episode5/
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○ Molnar, Petra. 2020. “COVID-19: Can Technology Become a Tool of Oppression 
and Surveillance?” OpenDemocracy. May 1, 2020. 
https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-
become-tool-oppression-and-surveillance/  

○ Valentine, Tre’Andre. 2019. “Op-Ed: Face Surveillance Tech Erases Trans & 
Non-Binary People.” The Rainbow Times. November 20, 2019. 
https://www.therainbowtimesmass.com/face-surveillance-tech-erases-trans-non-
binary-people/  

○ Zuboff, Shoshana. 2019. “Facebook, Google and a Dark Age of Surveillance 
Capitalism.” Financial Times, January 25, 2019. 
https://www.ft.com/content/7fafec06-1ea2-11e9-b126-46fc3ad87c65. 

○ Klonick, Kate. 2017. “Opinion | The Terrifying Power of Internet Censors.” The 
New York Times, September 13, 2017. 

○ Arun, Chinmayi. 2021. “Facebook’s Faces.” SSRN Scholarly Paper ID 3805210. 
Rochester, NY: Social Science Research Network. 
https://doi.org/10.2139/ssrn.3805210. 

○ “Chapter One: The Market for our Minds.” RESET: Reclaiming the Internet for 
Civil Society. 

○ CBC Massey Lecture 2: The Market for Our Minds 
 

 
4. To Consent or Not to Consent (Feb 1) 

We swipe them away on a daily basis like mosquitoes on a humid, summer day. 
But to what, exactly, are we consenting when we agree to the “terms of service” 
on our social media platforms and applications? This week, we explore this 
question in depth, and focus on the ways consent processes have been 
trivialized but with serious consequences for user’s privacy, security and property 
rights. 
 

● Required Readings 
○ Custers, B. (2016). Click here to consent forever: Expiry dates for informed 

consent. Big Data & Society, 3(1), 205395171562493 retrieved from 
https://journals.sagepub.com/doi/10.1177/2053951715624935  

○ Calo, R., & Rosenblat, A. (2017). The taking economy: Uber, information, and 
power. Colum. L. Rev., 117, 1623, retrieved from 
https://heinonline.org/HOL/P?h=hein.journals/clr117&i=1691 (Note: read the 
introduction and conclusion only; other sections are optional). 
 

● Recommended Readings and Other Materials 
○ CBC Massey Lecture #3: Toxic Addiction Machines (first half) 

https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-become-tool-oppression-and-surveillance/
https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-become-tool-oppression-and-surveillance/
https://www.therainbowtimesmass.com/face-surveillance-tech-erases-trans-non-binary-people/
https://www.therainbowtimesmass.com/face-surveillance-tech-erases-trans-non-binary-people/
https://www.ft.com/content/7fafec06-1ea2-11e9-b126-46fc3ad87c65
https://www.ft.com/content/7fafec06-1ea2-11e9-b126-46fc3ad87c65
https://www.ft.com/content/7fafec06-1ea2-11e9-b126-46fc3ad87c65
https://doi.org/10.2139/ssrn.3805210
https://doi.org/10.2139/ssrn.3805210
https://doi.org/10.2139/ssrn.3805210
https://www.cbc.ca/listen/live-radio/1-23/clip/15808000
https://journals.sagepub.com/doi/10.1177/2053951715624935
https://heinonline.org/HOL/P?h=hein.journals/clr117&i=1691
https://www.cbc.ca/listen/live-radio/1-23/clip/15808039
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○ Chapter Two “Toxic Addiction Machines.” RESET: Reclaiming the Internet for 
Civil Society” (first half). 

○ Check out “Terms of Service, Didn’t Read”: https://tosdr.org/. 
  

 
5. Social Media Addiction and Behavioral Sciences (Feb 8) 

You know the feeling: you panic when you can’t find your device. In order to 
capture and retain user’s interests, social media platforms and application 
designers make our devices and applications as compelling as possible. These 
design features tap into our cognitive traits and instincts, borrowing from 
behavioral psychology and other large-scale experiments. But at what cost? 
 

● Required Readings 
○ Philipp Lorenz-Spreen, Stephan Lewandowsky, Cass R. Sunstein & Ralph 

Hertwig, How behavioural sciences can promote truth, autonomy and democratic 
discourse online, Nature Human Behaviour (2020), 
https://www.nature.com/articles/s41562-020-0889-7. 

○ Berthon, P., Pitt, L., & Campbell, C. (2019). Addictive devices: A public policy 
analysis of sources and solutions to digital addiction. Journal of Public Policy & 
Marketing, 38(4), 451–468. https://doi.org/10.1177/0743915619859852  
 

● Recommended Readings and Other Materials 
○ Documentary by Cade Huseby: “Project Socialize” (32:17) 
○ CBC Massey Lecture #3: Toxic Addiction Machines (second half) 
○ Chapter Two “Toxic Addiction Machines.” RESET: Reclaiming the Internet for 

Civil Society” (middle parts of chapter). 
○ Herrman, J. (2018, February 27). How tiny red dots took over your life. The New 

York Times, https://www.nytimes.com/2018/02/27/magazine/red-dots-badge-
phones-notification.html  
 

 
6. Misinformation, Disinformation, Subversion, Dark PR (Feb 15) 

An ecosystem that is designed to promote extreme, sensational, and emotional 
content turns out to be the ideal environment for those who wish to undermine 
accountability, sow division, and seed chaos. This week, we examine how social 
media has become a giant “disinformation laboratory” for influence and 
subversion operations, and a burgeoning “dark PR” marketplace that knows no 
boundaries. 
 

● Required Readings 
○ "I Have Blood On My Hands": A Whistleblower Says Facebook Ignored Global 

Political Manipulation 
https://www.buzzfeednews.com/article/craigsilverman/facebook-ignore-political-
manipulation-whistleblower-memo  

https://tosdr.org/
https://www.nature.com/articles/s41562-020-0889-7
https://doi.org/10.1177/0743915619859852
https://www.youtube.com/watch?v=2lqJ5PlZuT4
https://www.cbc.ca/listen/live-radio/1-23/clip/15808039
https://www.nytimes.com/2018/02/27/magazine/red-dots-badge-phones-notification.html
https://www.nytimes.com/2018/02/27/magazine/red-dots-badge-phones-notification.html
https://www.buzzfeednews.com/article/craigsilverman/facebook-ignore-political-manipulation-whistleblower-memo
https://www.buzzfeednews.com/article/craigsilverman/facebook-ignore-political-manipulation-whistleblower-memo
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○ Fitzgerald, C. W., & Brantly, A. F. (2017). Subverting reality: the role of 
propaganda in 21st century intelligence. International Journal of intelligence and 
Counterintelligence, 30(2), 215-240. Retrieved from 
https://www.tandfonline.com/doi/full/10.1080/08850607.2017.1263528   
 

● Recommended Readings and Other Materials 
○ Video by BBC Click: “What is fake news?” (24:30) 
○ Watch The Moderators, a 20-minute documentary: 

https://www.wired.com/2017/04/watch-people-learn-filter-awfulness-dating-sites/.  
○ Ong, J. C., & Cabanes, J. (2018). Architects of networked disinformation: Behind 

the scenes of troll accounts and fake news production in the Philippines. Newton 
Tech4Dev Network. https://doi.org/10.7275/2cq4-5396  

○ Allard, T., & Stubbs, J. (2020, January 7). Indonesian army wields internet ‘news’ 
as a weapon in Papua. Reuters, https://www.reuters.com/article/us-indonesia-
military-websites-insight/indonesian-army-wields-internet-news-as-a-weapon-in-
papua-idUSKBN1Z7001  

○ Zuckerman, E. (2019). QAnon and the emergence of the unreal. Journal of 
Design and Science, (6). https://doi.org/10.21428/7808da6b.6b8a82b9  

○ Ellen P. Goodman and Karen Kornbluh, “Overall, Facebook, YouTube, and 
Twitter accepted their civic responsibilities. But how did that translate into real-
world effects?” November 10, 2020. https://slate.com/technology/2020/11/twitter-
facebook-youtube-misinformation-election.html  

○ Chapter Two “Toxic Addiction Machines.” RESET: Reclaiming the Internet for 
Civil Society” (final part of the chapter). 

○ Noble, Safiya Umoja. 2012. “Missed Connections: What Search Engines Say 
About Women.” Bitch Media. Spring 2012. 
https://safiyaunoble.files.wordpress.com/2012/03/54_search_engines.pdf  

○ Elliott, Vittoria, Nilesh Christopher, Andrew Deck, and Leo Schwartz. 2021. “The 
Facebook Papers Reveal Staggering Failures in the Global South.” Rest of 
World, October 26, 2021. https://restofworld.org/2021/facebook-papers-reveal-
staggering-failures-in-global-south/. 

 
7. Targeted Digital Espionage (March 1) 

It was conventional wisdom to believe that social media and the Internet would 
empower civil society and bring about liberalization and democratization. It turns 
out that an ecosystem that is highly insecure, invasive by design, and poorly 
regulated is an autocrat’s best friend. Using sophisticated and readily available 
surveillance technologies, nation-state intelligence and security services, and 
even large unethical corporations, can organize far-reaching targeted digital 
espionage campaigns against their adversaries -- often with lethal consequences 
for victims. 
 

● Required Readings 

https://www.tandfonline.com/doi/full/10.1080/08850607.2017.1263528
https://www.youtube.com/watch?v=UfTUdOtRrwo
https://www.wired.com/2017/04/watch-people-learn-filter-awfulness-dating-sites/
https://doi.org/10.7275/2cq4-5396
https://www.reuters.com/article/us-indonesia-military-websites-insight/indonesian-army-wields-internet-news-as-a-weapon-in-papua-idUSKBN1Z7001
https://www.reuters.com/article/us-indonesia-military-websites-insight/indonesian-army-wields-internet-news-as-a-weapon-in-papua-idUSKBN1Z7001
https://www.reuters.com/article/us-indonesia-military-websites-insight/indonesian-army-wields-internet-news-as-a-weapon-in-papua-idUSKBN1Z7001
https://doi.org/10.21428/7808da6b.6b8a82b9
https://slate.com/technology/2020/11/twitter-facebook-youtube-misinformation-election.html
https://slate.com/technology/2020/11/twitter-facebook-youtube-misinformation-election.html
https://safiyaunoble.files.wordpress.com/2012/03/54_search_engines.pdf
https://safiyaunoble.files.wordpress.com/2012/03/54_search_engines.pdf
https://safiyaunoble.files.wordpress.com/2012/03/54_search_engines.pdf
https://restofworld.org/2021/facebook-papers-reveal-staggering-failures-in-global-south/
https://restofworld.org/2021/facebook-papers-reveal-staggering-failures-in-global-south/
https://restofworld.org/2021/facebook-papers-reveal-staggering-failures-in-global-south/
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○ Mazzetti, M., Goldman, A., Bergman R., and Perlroth, N. (March 21, 2019). “A 
New Age of Warfare: How Internet Mercenaries Do Battle for Authoritarian 
Governments,” New York Times. Retrieved from 
https://www.nytimes.com/2019/03/21/us/politics/government-hackers-nso-
darkmatter.html  

○ Scott-Railton, J., Marczak, B., Anstis, S., Abdul Razzak, B., Crete-Nishihata, B., 
and Deibert, R. (March 20, 2019). “Reckless VII: Wife of Journalist Slain in 
Cartel-Linked Killing Targeted with NSO Group’s Spyware,” Citizen Lab 
Research Report No. 117, University of Toronto. Retrieved from 
https://citizenlab.ca/2019/03/nso-spyware-slain-journalists-wife/  
 

● Recommended Readings and Other Materials 
○ Michaelsen, M. (2020, February). Silencing across borders: Transnational 

repression and digital threats against exiled activists from Egypt, Syria, and Iran. 
Retrieved from https://www.hivos.org/assets/2020/02/SILENCING-ACROSS-
BORDERS-Marcus-Michaelsen-Hivos-Report.pdf  

○ “Uganda's Grand Ambitions Of Secret Surveillance,” Privacy International, 15 
October 2015, https://privacyinternational.org/long-read/1169/ugandas-grand-
ambitions-secret-surveillance.  

○ CBC Massey Lecture 4: A Great Leap Forward … For the Abuse of Power. 
○ RESET, “A Great Leap Forward for the Abuse of Power,” (Chapter 3 - first half). 
○ Polyakova, Alina. 2019. “Opinion | Russia Is Teaching the World to Spy.” The 

New York Times, December 5, 2019. 
 

 
8. China’s Social Credit and Information Control Regime (March 8) 

Early in the Internet’s history, many predicted the technology would hamstring 
authoritarian regimes. China’s information control regime defies these 
expectations, showing how censorship and surveillance of social media can be 
combined with profitable IT innovation. It also gives us a glimpse of what the 
combination of “Big Data” and “Big Brother” might look like in an environment 
largely absent of the type of safeguards that protect citizens against abuse of 
state power. 
 

● Required Readings 
○ Ahmed, S., & Weber, S. (2018). China’s long game in techno-nationalism. First 

Monday, 23(5). Retrieved from 
https://firstmonday.org/ojs/index.php/fm/article/view/8085/7209  

○ Leibold, J. (2020). Surveillance in China’s Xinjiang region: Ethnic sorting, 
coercion, and inducement. Journal of Contemporary China, 29(121), 46–60. 
Retrieved from 
https://www.tandfonline.com/doi/full/10.1080/10670564.2019.1621529  
 

● Recommended Readings and Other Materials 

https://www.nytimes.com/2019/03/21/us/politics/government-hackers-nso-darkmatter.html
https://www.nytimes.com/2019/03/21/us/politics/government-hackers-nso-darkmatter.html
https://citizenlab.ca/2019/03/nso-spyware-slain-journalists-wife/
https://www.hivos.org/assets/2020/02/SILENCING-ACROSS-BORDERS-Marcus-Michaelsen-Hivos-Report.pdf
https://www.hivos.org/assets/2020/02/SILENCING-ACROSS-BORDERS-Marcus-Michaelsen-Hivos-Report.pdf
https://privacyinternational.org/long-read/1169/ugandas-grand-ambitions-secret-surveillance
https://privacyinternational.org/long-read/1169/ugandas-grand-ambitions-secret-surveillance
https://www.cbc.ca/listen/live-radio/1-23/clip/15808371
https://firstmonday.org/ojs/index.php/fm/article/view/8085/7209
https://www.tandfonline.com/doi/full/10.1080/10670564.2019.1621529
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○ Chapter 10 (“Who Controls the Internet”) of ARTICLE19 and Catnip, “How the 
Internet Really Works.” No Starch Press, 2020. 

○ CBC Spark 465: Open / Closed 
○ “How the U.S-China Fight for TikTok Further Fractures the Internet,” Wall Street 

Journal, 26 October 2020, https://www.wsj.com/video/how-the-us-china-fight-for-
tiktok-further-fractures-the-internet/3BD4CB0F-728F-4877-89C9-
54220C62B4A4.html 

○ Video: “Leave No Dark Corner” documentary (27:12), 
https://www.youtube.com/watch?v=evBzPwCdeHI  

○ The Anti-China #MilkTeaAlliance in Asia, The Atlantic, 13 October 2020, 
https://www.theatlantic.com/international/archive/2020/10/milk-tea-alliance-anti-
china/616658/  

○ RESET, “A Great Leap Forward,” (Chapter 3, middle section). 
○ Raji, Deborah. 2020. “How Our Data Encodes Systematic Racism.” MIT 

Technology Review, December 10, 2020. 
https://www.technologyreview.com/2020/12/10/1013617/racism-data-science-
artificial-intelligence-ai-opinion/  
 

 
9. Superpower Policing (March 15) 

One of the unexpected outcomes of the “information revolution” and the 
development of social media has been the way it has quickly transformed the 
practice of law enforcement. Law enforcement agencies now have access to an 
astonishing array of surveillance platforms, services, and data feeds that even a 
decade ago was the stuff of science fiction. These new technical capabilities are 
contributing to a “great leap forward” in policing practices, but largely without 
accompanying legal safeguards to prevent the abuse of power. Absent the latter, 
these changes threaten to deepen and amplify existing prejudices and biases 
around local law enforcement practices -- particularly, forms of racialized 
policing. 
 

● Required Readings 
○ "Algorithmic Policing in Canada Explained" by @citizenlab: 

https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/ 
○ Bryan Carney, “‘You Have Zero Privacy,’” Says an Internal RCMP Presentation. 

Inside the Force’s Web Spying Program,” The Tyee, 16 November 2020, 
retrieved from https://thetyee.ca/News/2020/11/16/You-Have-Zero-Privacy-
RCMP-Web-Spying/  
 

● Recommended Readings and Other Materials 
○ CBC Spark Episode 485: Oh, Algorithms!  
○ CBC Spark Episode 480: Tech, surveillance and racism 
○ CBC Spark Special Episode: Tech and Policing 

https://www.cbc.ca/radio/spark/social-media-can-be-toxic-and-violent-so-people-are-trading-it-for-private-chats-journalist-1.5468598/is-the-dream-of-an-open-internet-dead-1.5470371
https://www.wsj.com/video/how-the-us-china-fight-for-tiktok-further-fractures-the-internet/3BD4CB0F-728F-4877-89C9-54220C62B4A4.html
https://www.wsj.com/video/how-the-us-china-fight-for-tiktok-further-fractures-the-internet/3BD4CB0F-728F-4877-89C9-54220C62B4A4.html
https://www.wsj.com/video/how-the-us-china-fight-for-tiktok-further-fractures-the-internet/3BD4CB0F-728F-4877-89C9-54220C62B4A4.html
https://www.youtube.com/watch?v=evBzPwCdeHI
https://www.theatlantic.com/international/archive/2020/10/milk-tea-alliance-anti-china/616658/
https://www.theatlantic.com/international/archive/2020/10/milk-tea-alliance-anti-china/616658/
https://www.technologyreview.com/2020/12/10/1013617/racism-data-science-artificial-intelligence-ai-opinion/
https://www.technologyreview.com/2020/12/10/1013617/racism-data-science-artificial-intelligence-ai-opinion/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://thetyee.ca/News/2020/11/16/You-Have-Zero-Privacy-RCMP-Web-Spying/
https://thetyee.ca/News/2020/11/16/You-Have-Zero-Privacy-RCMP-Web-Spying/
https://22153.mc.tritondigital.com/CBC_SPARK_P/media-session/5225bbeb-8db3-4ce0-9107-459ec368673d/spark-d89flG8n-20201002.mp3?ttag=season:14
https://22153.mc.tritondigital.com/CBC_SPARK_P/media-session/a2c3e6ef-aaee-481b-813f-e73c8d83de81/spark-Y8huybwU-20200619.mp3?ttag=season:13
https://www.cbc.ca/radio/spark/406-tech-in-policing-1.4833189
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○ TED Radio Hour on NPR by Joy Buolamwini: How Do Biased Algorithms 
Damage Marginalized Communities?(8:35) 

○ Podcast by Brave New Planet Episode 5: “What Algorithms Say About You” 
(1:14:50) 

○ CBC Massey Lecture 4: A Great Leap Forward … For the Abuse of Power. 
○ Atlas of Surveillance: Documenting Police Tech in Our Communities. A resource 

of the Electronic Frontier Foundation. Retrieved from 
https://atlasofsurveillance.org/collaborate  

○ Poole, Steven. 2014. “The Truth about Smart Cities: ‘In the End, They Will 
Destroy Democracy’.” The Guardian, December 17, 2014, sec. Cities. 
https://www.theguardian.com/cities/2014/dec/17/truth-smart-city-destroy-
democracy-urban-thinkers-buzzphrase. 

 
 

10. COVID and the “New Normal” (March 22) 
The COVID pandemic has brought about a sudden and far-reaching shift in 
societies around the world, including widespread “work-from-home” routines and 
an expansion of biomedical surveillance technologies. While much debate has 
focused on “contact tracing applications,” the latter are merely one example of a 
far-reaching and growing reliance on a vast array of biomedical surveillance and 
other digital technologies that are embedding themselves into our daily lives. As 
we embrace digital technologies as “lifelines” -- in some cases, out of necessity -- 
we  are also embracing all of their biases and shortcomings. 
 

● Required Readings 
○ Parsons, Christopher. (2020). “Equity, inclusion and Canada’s COVID Alert app,” 

First Policy Response, August 2020. Available at: 
https://policyresponse.ca/equity-inclusion-and-canadas-covid-alert-app/. 

○ Ronald J. Deibert, “The pandemic has made us even more dependent on a 
highly invasive technological ecosystem,” The Globe and Mail, (November 21, 
2020), https://www.theglobeandmail.com/opinion/article-the-pandemic-has-
made-us-even-more-dependent-on-a-highly-invasive/  
 

● Recommended Readings and Other Materials 
○ Momani, Bessma. 2020. “Op-Ed: After COVID-19, Will We Live in a Big Brother 

World?” Centre for International Governance Innovation. June 1, 2020. 
https://www.cigionline.org/articles/after-covid-19-will-we-live-big-brother-world/. 

○ Poetranto, Irene, and Justin Lau. 2020. “COVID-19 and Its Impact on 
Marginalised Communities in Singapore, South Korea, Indonesia, and the 
Philippines.” DATACTIVE (blog). July 14, 2020. https://data-
activism.net/2020/07/bigdatasur-covid-covid-19-and-its-impact-on-marginalised-
communities-in-singapore-south-korea-indonesia-and-the-philippines/. 

https://www.npr.org/2020/10/30/929204946/joy-buolamwini-how-do-biased-algorithms-damage-marginalized-communities
https://www.npr.org/2020/10/30/929204946/joy-buolamwini-how-do-biased-algorithms-damage-marginalized-communities
https://www.bravenewplanet.org/episodes/what-algorithms-say-about-you
https://www.cbc.ca/listen/live-radio/1-23/clip/15808371
https://atlasofsurveillance.org/collaborate
https://www.theguardian.com/cities/2014/dec/17/truth-smart-city-destroy-democracy-urban-thinkers-buzzphrase
https://www.theguardian.com/cities/2014/dec/17/truth-smart-city-destroy-democracy-urban-thinkers-buzzphrase
https://www.theguardian.com/cities/2014/dec/17/truth-smart-city-destroy-democracy-urban-thinkers-buzzphrase
https://www.theguardian.com/cities/2014/dec/17/truth-smart-city-destroy-democracy-urban-thinkers-buzzphrase
https://policyresponse.ca/equity-inclusion-and-canadas-covid-alert-app/
https://www.theglobeandmail.com/opinion/article-the-pandemic-has-made-us-even-more-dependent-on-a-highly-invasive/
https://www.theglobeandmail.com/opinion/article-the-pandemic-has-made-us-even-more-dependent-on-a-highly-invasive/
https://www.cigionline.org/articles/after-covid-19-will-we-live-big-brother-world/
https://www.cigionline.org/articles/after-covid-19-will-we-live-big-brother-world/
https://www.cigionline.org/articles/after-covid-19-will-we-live-big-brother-world/
https://data-activism.net/2020/07/bigdatasur-covid-covid-19-and-its-impact-on-marginalised-communities-in-singapore-south-korea-indonesia-and-the-philippines/
https://data-activism.net/2020/07/bigdatasur-covid-covid-19-and-its-impact-on-marginalised-communities-in-singapore-south-korea-indonesia-and-the-philippines/
https://data-activism.net/2020/07/bigdatasur-covid-covid-19-and-its-impact-on-marginalised-communities-in-singapore-south-korea-indonesia-and-the-philippines/
https://data-activism.net/2020/07/bigdatasur-covid-covid-19-and-its-impact-on-marginalised-communities-in-singapore-south-korea-indonesia-and-the-philippines/
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○ Barriga, Antonia do Carmo, Ana Filipa Martins, Maria João Simoes, and Délcio 
Faustino. 2020. “COVID-19: Can Technology Become a Tool of Oppression and 
Surveillance?” Social Sciences & Humanities Open 2 (1). 
https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-
become-tool-oppression-and-surveillance/. 

○ CBC Spark Episode 476: The Pandemic and Internet Health 
○ LawBytes Podcast Episode 63 by Michael Geist: Ontario Privacy Commissioner 

Patricia Kosseim on the COVID Alert App (40:09) 
○ Chinese-style censorship is no fix for the COVID-19 infodemic, Lotus Ruan. 
○ Sapiezynski, P., Pruessing, J., & Sekara, V. (2020). The Fallibility of Contact-

Tracing Apps. arXiv preprint arXiv:2005.11297 
○ Parsons, Christopher. (2020). “Contact tracing must not compound historical 

discrimination,” Policy Options, April 2020. Available at: 
https://policyoptions.irpp.org/magazines/april-2020/contact-tracing-must-not-
compound-historical-discrimination/.  

○ Privacy International, Tracking the Global Response to COVID19, 
https://privacyinternational.org/examples/tracking-global-response-covid-19.  

○ “COVID-19 Civic Freedom Tracker,” International Center for Not-for-profit Law, 
https://www.icnl.org/covid19tracker/?location=&issue=5&date=&type=.  

○ Anand, Priya, and Mark Bergen. 2021. “Big Teacher Is Watching: How AI 
Spyware Took Over Schools.” Bloomberg.Com, October 28, 2021. 
https://www.bloomberg.com/news/features/2021-10-28/how-goguardian-ai-
spyware-took-over-schools-student-devices-during-covid. 
 

 
11.  Burning Data: Ecological Impacts of Digital Electronics (March 

29) 
Our consumption of social media and digital technologies feels clean, weightless 
and virtual. But it is far from it. Social media and our entire communications 
ecosystem cast a very large ecological footprint, from mining and manufacturing 
to energy consumption and waste. This digital ecological footprint is easily 
overlooked, or even concealed deliberately by the tech platforms. 
 

● Required Readings 
○ Ensmenger, N. (2018). The environmental history of computing. Technology and 

Culture, 59(4), S7–S33. https://doi.org/10.1353/tech.2018.0148 
○ Video by France24: “Indonesia's tin miners who slave away for the world's 

computer and phone giants” (17:45) 
 

● Recommended Readings and Other Materials 

https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-become-tool-oppression-and-surveillance/
https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-become-tool-oppression-and-surveillance/
https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-become-tool-oppression-and-surveillance/
https://www.opendemocracy.net/en/pandemic-border/covid-19-can-technology-become-tool-oppression-and-surveillance/
https://22153.mc.tritondigital.com/CBC_SPARK_P/media-session/1fdd905b-f5a7-43a8-a304-ebd0fc51bf6e/spark-1zLXQlLi-20200515.mp3?ttag=season:13
https://www.michaelgeist.ca/2020/08/lawbytes-podcast-episode-63/
https://www.michaelgeist.ca/2020/08/lawbytes-podcast-episode-63/
https://www.eastasiaforum.org/2020/11/04/chinese-style-censorship-is-no-fix-for-the-covid-19-infodemic/
https://policyoptions.irpp.org/magazines/april-2020/contact-tracing-must-not-compound-historical-discrimination/
https://policyoptions.irpp.org/magazines/april-2020/contact-tracing-must-not-compound-historical-discrimination/
https://privacyinternational.org/examples/tracking-global-response-covid-19
https://www.icnl.org/covid19tracker/?location=&issue=5&date=&type=
https://www.bloomberg.com/news/features/2021-10-28/how-goguardian-ai-spyware-took-over-schools-student-devices-during-covid
https://www.bloomberg.com/news/features/2021-10-28/how-goguardian-ai-spyware-took-over-schools-student-devices-during-covid
https://www.bloomberg.com/news/features/2021-10-28/how-goguardian-ai-spyware-took-over-schools-student-devices-during-covid
https://www.bloomberg.com/news/features/2021-10-28/how-goguardian-ai-spyware-took-over-schools-student-devices-during-covid
https://doi.org/10.1353/tech.2018.0148
https://www.youtube.com/watch?v=EtSlye__zME
https://www.youtube.com/watch?v=EtSlye__zME
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○ Crawford, K., & Joler, V. (2018, September 7). Anatomy of an AI system: The 
Amazon Echo as an anatomical map of human labor, data and planetary 
resources. Retrieved from https://anatomyof.ai/. 

○ Video by Amnesty International: “This is what we die for: Child labour in the DRC 
cobalt mines” (8:02) 

○ Audio by Deutsche Welle: “Is there such a thing as 'clean cobalt'?” (29:55) 
○ Pitron, Guillaume. 2021. “No Such Place as the Cloud.” Le Monde Diplomatique. 

November 1, 2021. https://mondediplo.com/2021/11/09digital-waste. 
○ CBC Massey Lecture 5: Burning Data. 
○ RESET: Chapter 4, “Burning Data.” 
○ “Reduce, Reuse, Recycle: A guide to circular economies of digital devices (A 

preview),” Association for Progressive Communications, 16 November 2020, 
https://www.apc.org/en/node/37022.  

○ Beres, Damon. 2021. “Opinion | Your Smartphone Should Be Built to Last.” The 
New York Times, April 25, 2021.  
 

 
12. What to Do? (April 5) 

While the negative implications of social media and related technologies is now 
widely appreciated and acknowledged, there is less of a clear consensus about 
what to do about them. In this final week, we survey various proposals to reform 
or regulate social media and our entire communications ecosystem, and discuss 
the most promising of them. We also start to chart a viable path forward for how 
to implement them. 
 

● Required Readings 
○ Andrew Marantz, “Why Facebook Can’t Fix Itself,” The New Yorker, 19 October 

2019, Retrieved from https://www.newyorker.com/magazine/2020/10/19/why-
facebook-cant-fix-itself 

○ Goodman, E. (2020). “Digital Information Fidelity and Friction.” Knight First 
Amendment Institute at Columbia University. Retrieved from 
https://s3.amazonaws.com/kfai-
documents/documents/c5cac43fec/2.27.2020_Goodman-FINAL.pdf. 
 

● Recommended Readings and Other Materials 
○ DeNardis, L., & Hackl, A. M. (2015). Internet governance by social media 

platforms. Telecommunications Policy, 39(9), 761-770. 
○ Pomerantsev, P. (2019). The American Interest. The Death of the Neutral Public 

Sphere. Retrieved from https://www.the-american-interest.com/2019/09/18/the-
death-of-the-neutral-public-sphere/  

○ Douek, E. (2020). The Rise of Content Cartels. Knight First Amendment Institute 
at Columbia, Retrieved from https://knightcolumbia.org/content/the-rise-of-
content-cartels  

○ RESET, Chapter Five, “Retreat, Reform, Restraint,” 

https://youtu.be/7x4ASxHIrEA
https://youtu.be/7x4ASxHIrEA
https://www.dw.com/en/world-in-progress-is-there-such-a-thing-as-clean-cobalt/av-50115878
https://mondediplo.com/2021/11/09digital-waste
https://mondediplo.com/2021/11/09digital-waste
https://www.cbc.ca/listen/live-radio/1-23/clip/15808655
https://www.apc.org/en/node/37022
https://www.nytimes.com/2021/04/25/opinion/iphone-apple-electronics-technology.html
https://www.newyorker.com/magazine/2020/10/19/why-facebook-cant-fix-itself
https://www.newyorker.com/magazine/2020/10/19/why-facebook-cant-fix-itself
https://s3.amazonaws.com/kfai-documents/documents/c5cac43fec/2.27.2020_Goodman-FINAL.pdf
https://s3.amazonaws.com/kfai-documents/documents/c5cac43fec/2.27.2020_Goodman-FINAL.pdf
https://www.the-american-interest.com/2019/09/18/the-death-of-the-neutral-public-sphere/
https://www.the-american-interest.com/2019/09/18/the-death-of-the-neutral-public-sphere/
https://knightcolumbia.org/content/the-rise-of-content-cartels
https://knightcolumbia.org/content/the-rise-of-content-cartels
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○ CBC Massey Lecture #6: Retreat, Reform, Restraint.  
 

https://www.cbc.ca/radio/ideas/what-happened-to-the-promise-of-the-internet-it-s-time-for-a-reset-says-ron-deibert-1.5801268
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